3GPP TSG-SA3 Meeting #102e 
S3-210195
e-meeting, 18 - 29 January 2021
(revision of S3-yyxxxx)
Source:
Huawei, HiSilicon, Lenovo, Motorola Mobility, CableLab, CATT, CAICT, China Unicom, China Mobile, InterDigital, NEC
Title:
Discussion on R17 SID of network slicing security
Document for:
Discussion

Agenda Item:
5.21 New study item proposal
1
Decision/action requested

This paper provides information on and needs for a new SID on network slicing security.
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Rationale

3.1


SA2 started normative work on phase 2 network slicing
Since June 2019, SA2 has been working on its network-slicing phase-2 study “Feasibility Study on Enhancement of Network Slicing Phase 2” [1], in response to the request from GSMA where Generic Slice Template (GST) attributes had been defined [2], with the following key issues and numerous solutions [1]: 
Key Issue #1: Support of network slice related quota on the maximum number of UEs

Key Issue #2: Support of network slice related quota on the maximum number of PDU Sessions

Key Issue #3: limitation of data rate per network slice in UL and DL per UE

Key Issue #4: Support for network slice quota event notification in a network slice

Key Issue #5: Dynamic adjustment to meet the limitation of data rate per network slice in UL and DL

Key Issue #6: Constraints on simultaneous use of the network slice

Key Issue #7: Support of 5GC assisted cell selection to access network slice

As of Dec. 2020, SA2 has arrived at [1]
· Conclusions of above KI#1 and #2, with the SA approval of normative work to be completed in June 2021. 
-
“Define a new NF to support the storing of network slice information (i.e., the maximum number of UEs and the maximum number of PDU Sessions allowed to be served by a network slice), and managing, updating and enforcing the network slice information for the purpose of network slice access control”
· Interim agreement on KI#3, #4, #7 above, which are expected to be added in normative work in Mar 2021. 

· Pending agreement on KI#5, #6 SA2 continute to work on

Observation1: An immediate task for SA3 is to define the security requirements and security services for this new NF meant for the UE access control, e.g. whether subscription or notification services are appropriate and whether they should be accessible/non-accessible to what NFs/3rd party NFs. 
Observation2: Potential security risks/threats shall be identified, with respect to the concluded/agreed/pending agreement SA2 key issues. A few glimps of the potential threats are exemplified as follows: 
· Denial of services (DoS): the key issues KI #1, #2, #3, #5 and corresponding solutions intend to introduce quota management NFs and enforcement NFs, centralized or distributed. Without proper consideration of resources vs quota, it will lead to DoS for later registering UE. For example, if the optional integrity protection is not considered in quota but when many of UEs have activated integrity protection, inadvertently or maliciously, the crunched resources will cause DoS for other UEs. 
· Sensitive information leakage: the key issues KI #1, #2, #3, #4, #5 and corresponding solutions require to obtain slice quota information, dynamical or static. However, accesss to the quota info (e.g. number of UE a slice can support, subscribed) shall be limited to an authorizted NF, especially not to be sent to VPLMN and external AFs. This shall be studied to see whether security requirements need to be put in place and whether solutions need to be introduced for the enforcement.  
· Slice isolation: KI#6 defines slices that shall be isolated with other slices. However, the solutions considered still contains risks of sharing information between slices, especially between the mutual exclusive slices and other slices. For example, a UE’s security context saved for a slice A may be re-used by another slice B. If slice A and slice B are supposed to be isolated, it will cause potential information leakage between slices. 

· In addition, security related GST attributes are not identified, e.g. whether slice authentication is required for a slice. 
3.2


RAN Status
[image: image1.emf]In December 2019, a new study on network slicing in RAN has been approved, i.e. “Study on enhancement of RAN Slicing” [4].  RAN2 and RAN3 will be involved with the following objectives [4-5]:
1. Study mechanisms to enable UE fast access to the cell supporting the intended slice, including [RAN2]

a. Slice based cell reselection under network control
b. Slice based RACH configuration or access barring
2. Study necessity and mechanisms to support service continuity, including [RAN3]

a. For intra-RAT handover service interruption, e.g. target gNB doesn’t support the UE’s ongoing slice, study slice re-mapping, fallback, and data forwarding procedures. 
Observation3:  Slice information, e.g. a new slice ID, is being discussed to transmit to RAN in order to provide “fast access”. The potential security threats or privacy concerns should be assessed. 
4
Detailed proposal

Proposal: Based on the observations above, it is proposed to initiate an SA3 study on the enhanced network slicing security in R17, taking account of both studies in SA2 and RAN.
